Searching PAJ 



1/2 s<—i> 



PATENT ABSTRACTS OF JAPAN 



(11)Publication number : 11-134451 
(43)Date of publication of application : 21.05.1999 



(51)lnt.Cl. 




G06K 17/00 
G06K 19/10 




(21 Application number 


09-294441 


(71)Applicant 


NIPPON TELEGR & TELEPH CORP 








<NTT> 


(22)Date of filing : 


27.10.1997 


(72)Inventor : 


MASUTSUKA KOUJI 








YUSA HIROSHl 








OMA YASUYUKI 








SUZUKI KENICHI 




(54) IC CARD, METHOD FOR CHANGING-OVER AUTHENTICATION OF IC CARD, SYSTEM 
THEREFOR AND RECORDING MEDIUM STORED WITH AUTHENTICATION CHANGE-OVER 
PROGRAM OF IC CARD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent a card from 
being used evilly by writing a usage possible state in a 
volatile memory at the time of inputting and 
authenticating a password, copying the contents of the 
volatile memory in a non-volatile memory after writing a 
usage impossible state at the time of pulling-out the 
card and holding the usage possible state at the time of 
pulling-out the card. 

SOLUTION: The password is requested for the user of 
an IC card, authentication is executed based on the 
password which is inputted by the request (S10), 
'authenticated* for adopting the IC card as the one in the 
usage possible state is written in the volatile memory at 
the time of authentication that a user is justified (S1 1) 
and 'authenticated 1 is also written in the non-volatile 
memory at the time of using the IC card (S12). Then, the 
contents of the volatile memory is copied into the non- 
volatile memory after using the IC card, 'not 

authenticated' is written in the non-volatile memory and ~" 
the usage impossible state is held (S13). Thus, the card is prevented from being used evilly 
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5. Japanese Patent Application, Publication No. HI 1-13445 1 

[003 1] Step 205) The terminal unit 30 performs a settlement process 

required for purchases or the like of a user, i.e., revises the balance corresponding to a 
relevant IC card (of a post payment account) by deducting the amount of these 
purchases or the like from it. 

Step 206) When completing the settlement process, the terminal unit 30 executes 
the "CLEAR STATUS" command so as to have the content in the EEPROM 12 
indicate the "yet-to-be-verified" state. 

[0032] Step 207) When the user removes the IC card 10 from a card-slot of 

the terminal unit 30, the content in the RAM 1 1 changes automatically so as to indicate 
the "yet-to-be-verified" state as the power supply to the IC card stops. In this manner, it 
is possible for a user to use an IC card 10 at the terminal unit 30 located in a store 
without a need of going through a risk of entering his/her password in presence of other 
people even if the use of the IC card 10 is for a payment in a post payment system, and 
yet the card automatically turns into the "yet-to-be verified" state once the user 
completes the use this IC card. As result of this configuration, even if this IC card 
comes to a possession of other person, he/she cannot use the IC card as he/she does not 
know what a correct password is. 
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tS*«1J /<X*7— K£ A* U giS^SC tic,): 
yffiffl^ttSi** I C* — KTftoT, 
/<X9— K*<Aa*tU ga*^4tffifflprfiltt©A<m 
a-K3ltfc#B#(=m*T«JB*f£tf®6<#£ 

ffTlES*t±^^U<t>rt§*<«¥*n. a— K3lfc£B$C: 
fct^T l&m-Zi&VtmZGkft-t &=F8£fi:> ^ y i: £ *f 
fSct^Sit* I ca-K. 
[iS*3g2] AX?— K*<Aa£*V gH**i-&<tffi 

*fill*Sfc-f £ i ca- KgfEWtf7J&icfci*T. 
sassi ca— h'o>mmmiz*iLx/tz.r>— K£g*u 

KTtE^Jffl^iEa-CfeStSSES^tfcJS^lr. USE I C 

ut *a 3 1 ft * -r s > . &m*H£&mt><w 

[B*JS4] rtX.D— K*<Aa**u BB£*i.S£tt 

Tttttttfcfft I ca— Kl«lllf*«:6l»T. 
WEI ca— K©«JB#I=**LT/<X , 7— K£K#U 

A* * *vfc7<xr7 — K-eat^tvcBESff 

«rlEf<Jffl#A<iE^T-fe*tSK*^fc«^«r> »Ff3 I C 

a-KfcffifliRr&ttSt-f s rsnisj ^ 'J 

frei c*— k©««*(=. snH^s^tt^^'j^t. 

fTfBi Cft— KOCJML flS^fi^tt^^'Jir r*g 
SEj *«*^c&«Kfl|&-r« l ca- KBBttB* 
ft. 

[§i*^5] KtfAaSJu giiESFJiStffi 

JHW«*B**«&**i.. a- K3ltk**l=£lvcttJB 

>jt$m+& i ca— k$. ffifflpisi«s*fc(±. «jb 

Sjei CA— K<D«ffl#(=»LT/<xr7— 

«e i ca-K^BEfflpj^ttet-r* rga 



ct^ftat-rs i ca— KgatofyxtA. 

^ii^tLTL^fJIE^SfHiy* 'JCDF*J§£. SHE I C 

sa«as8#s*s(=*-r*a[^«5fBe© i ca- 
swsi«^*<s#a**t. a- K3itk*iti=fitxTttffl 

^te«»t-r-6 I ca— Ki2SE«Jii->*xA-i?&oTC\ 
EIKl CA-Kffl«fflti:«lT/^9-KSS*L. 

*Lfe*fr(=. SJEl ca-K£tefflRm#©£-f-5 rg 
iifSfj £ =e 'J izm&tinntii* * y 

lire I c*-K(D«fflei:. ttB7flMM£j<%yi=« 

-sassfet^-rswtsttsifr-s i ca— Kssae 
ja»rfig#®ft<§#ii**u a— K3itfcSB*(=a3i*-cttfli 
^f£tt®t-r^ i ca— KSB««^o^7-A-«»ttt- 
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[0 0 0 8] @3I4. MROSKOBIffAB-et 
4c **^I4. /U9-KA<A^$^ BE£*t4<tffi 



(4) 



*f 1 1 - 1 3 4 4 5 1 



l c*-K©filffl#«:»UT/<^. r ?— K£S*L. A* 
* iifcAX 9— K(=a-3l*TBE*fT 5311^2 1 

C A- K^SIStS** 'J Ml=. ^glStt^ 

yi=* rga^j £«#jxfcglilf$8gii^K2 2££ 

[0009]*fc. *fglUi0>I c*>— KSiI«g->XT- 

Tl^^SSBtt^yrortS*. IC*— K^ffiJB^Rj 
gHfcSif £ r^BSEj |::§£§jl.5BiiE<t«Sg#fa 
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ffl#*<jE^T?fe-5tSiS**ifcli^l=. lC*-Kt* 
fflpISIttSir-r* rgH^j £g*tt/^y 

[oo 1 1] ca— KBHfflB^af 

^A^fctALfciBIIJittl*- ffm©* -f 5 fcffl 

i*BIE««S#^n-bx$Ml=*-ri). /< 



ca- KBH«lg^ny5AS«r«ftLfcfB1tJ««;-Cfco 
T. I ca— K£tt*&t?/<5>y<.y— $n=»«£*;lv 
I C*-h'©if9If CSLT/U^-K^SJRU. A* 
**tfc/<x«7— K(=Sr5i^TBIi*ft-5SiiE^a-fex 

gu^cmxicfcy. fijjBStfiES-efeSfcBa* 

SfM^^yicfc&fcWStt^ya&^a-fex. 
[OO 1 2] **WI±. /<xr7— K*<A***i. BII* 

l±. I C*-KSiE«l8?a^A 

SCflMt**.. I C±— K0>ttffl»l=. ^1 C*— KO 

tt^^ySii^P-bxt. lC*-Kfl)«fflft. 

[0 0 13] -tffi©J:-5l=. =Ff8«tt>^'J 

1 / * y * « L^»it * c t-i= «fc y . * — k> ^ y 

SSr*1±fcttST?*-K$«l^UT*5 fit*© 

.t 5 (=/ <x 9 - k a * t> t mmsimvimiz «p e. <p i» 
ttst^fis:s«-T?#«.«iit^w-r*. bp*., i c*- 

Kl*!l=»36tty * y -Cfe-S R AMt ^Sfttt^^E y -cfe 
SEEPROM0>««^ISIt. staic/**.?— K(=«fcy 
*AffllS tTA — -Ktt-MmttttW: * ofc t ©Sv-E-E- 
PROMCf©**«}*L, ?fe@A\P)/<*.7— Kl=«fe* 
*AStS* L ft < T t, *— K6<ttffl-C # -S * -5 lc Ltz, 
EEPROMI*. ^£^tE^:AalB©tt©^«l#Lrt^f=R 
AMtRfty. lS^^/:4itt. jt^yWSl**. 
^$*V*05t?. EEPROMl:*A5S3teS*«^*1* 
*-KBr*#A<. -(0*AJtBlWai*«»L 

fti^sy. *AJts-r-sctft<*-KffiffiRisi«st 

[0 0 14] *S§WCIi. ±f^lefcL^T. fi^l= 

*ABII£fil»-e#&j5<. »»LftLNJS^I±»*:Lfcl8 
l=ffiAieffiffl**i*pJfi|tt4<fe*„ ^Si(Dfg|f^S<^ 
SLTLx*^* h^i>f K(0J:5ftJS^I=li. 
-C**— K*^l+4*SA<fe*c o*y. EEPROMC 

«^#^*LrL^**Agaits^ -jtcBS" ic-r^i&SA* 

fe*= EEPROM©SSE^«-rolSffi^^ 

**tfti^«y«*?tt*wfci±ftt^. -a*y. 
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9-K<DA*^3Jc£SHtL. K35«A***i*t 

fettle I C*— K 1 0©R AM 1 1 £gfES&£-r&o 
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"g|5^ w J EEPROM1 2ir«Lr3e— 
U ^eepromi a^SHttgiLtftftt-So 

[0 0 18] «g*Hffl)ffl2 2li. ±S(Dg|I®2 1 iZt$ 
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lllzi- Z>tzfr<D*T—5 I c*j — K 1 Od&frL. 

EEPROM22J a *gfE" (OftSttS. CtLlCi 

y. i ca— ki o£xn^ hj^*5i#&i%fc*§#-e 

[0 0 19] ^IC *«BJ(DB2(D||fi6<0^S*^-r 

*-Kttffl»(c*Agaii«j "*gir tts^-r-s^ 

[0 0 2 0] H@|-^-r(£|i^5S3 Oli. IC*-K1 



0*< "ffi^Plg6ttS ,t (i ca-Kl O^EEPRO 

mi 2(d«sa< u &m*!mvtm m ) -c&y. m^s^* 

LTffiJ8**l£ig^l:: % RALfcitt*IC*-KlO 

— K1 oa>rt§££«-r&£fcfW«iS3 1 <t. ic*- 
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2 O I*. TSTORE STATUS j 37>K £H*T L T . A * 
htl^^Sl 00)EEPROM1 2|:, R 

AM1 KDl^g ( TggESSj ) J^fc'-t^o 
X^s/^l 0 3) ^gl CA— K1 0$/<5>X'J — 
^2 00X07 h^b§lt6< SSXh^^CcttjR 
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